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Mitigate, Recognize and React 

to Identity Theft



Mitigate Fraud Risk

[Insert photo/graph/chart]

Have you assessed your risks and taken 
appropriate action to secure yourself, your 
business and organization?

• Private vs. Public Information
• Know your environment
• Practice Cleaning and Clear Outs



Home Security Checklist

[Insert photo/graph/chart]



Take Control

[Insert photo/graph/chart]

• Lock misplaced cards
• Set transaction limits
• Block International transactions
• Use Alerts

Ask questions and be aware of controls 
available through your bank, mobile 
applications and card programs.



How to detect malicious links



Phishing Warning Signs



Victim of Identity Theft

TAKE ACTION IMMEDIATEDLY!

• Use the ID Theft Affidavit at www.ftc.gov/idtheft
– Review recovery steps

– Create a Personal Recovery Plan

• Contact your creditors and Follow up in writing

• Call where the fraud occurred

• File a complaint with the Federal Trade Commission

• Ask for verification that disputed accounts have been closed 
and fraudulent debts discharged

• File a police report 

http://www.ftc.gov/idtheft


Shared Responsibility

Security is the shared responsibility of your 
business and bank.

It takes a multi-layered approach from both.



Best Practice to protect your business

 Perform a risk assessment
 Establish company security policies and 

procedures
 Protect computer and mobile device 

endpoints (patch, anti-virus, etc.)
 Limit access and closely monitor accounts
 Train and test employees (awareness) 
 Use a dedicated PC for high risk business

functions (i.e. online banking)
 Use fraud detection and prevention tools 

for your bank accounts –
ACH/ Check Positive Pay

 Consider commercial fraud insurance 
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Services and 
Features offered 

by your Bank

ACH 
Blocks/Filters

Wire 
Procedures

Segregate 
Accounts

Out of 
Channel 

Approvals

Alerts  
Features

Positive Pay

Protect – Best Practices in Fraud Prevention

Services available from your bank.



Detect – develop and implement 
the appropriate activities 
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Review bank accounts dailyDaily

Reconcile all bank accounts Reconcile

Regularly review online banking usageAudit

Have a PC that is only utilized for bankingDedicated

Cross-train staff and rotate responsibilities Rotate 
Prepare for 3-day weekends & sudden changes in 
business practicesBeware
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