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A.

Introduction

REDCap (Research Electronic Data Capture) is a secure web application for building and managing online
surveys and databases. The University of New England has a license for REDCap for survey research. This
guidance document provides researchers with essential steps and best practices for building, managing,
and closing REDCap projects in compliance with IRB requirements. Following these guidelines ensures the
proper handling of Personally identifiable information (Pll), including Protected Health Information (PHI),
and other sensitive data, maintaining participant confidentiality and data integrity throughout the
research lifecycle.

Purpose

The purpose of this guidance is to assist researchers in the effective use of REDCap for data collection and
management in their studies. It aims to ensure that all REDCap projects are designed, managed, and
closed in a manner that complies with IRB protocols and data protection regulations. By following this
guidance, researchers can minimize risks related to data security and enhance the quality and reliability of
their research outcomes.

Scope

This document applies to all researchers using REDCap for studies involving human participants at UNE.

D. Build and Manage the REDCap Project

1. Mark Identifiers: When building your REDCap project, ensure any field holding Protected Health
Information (PHI) is marked as an identifier. This makes it easy to limit access when exporting data.

Variable Name (utilized during data export
name_first

Validation? (optional) = ---- None -

Enable searching within a biomedical ontology ?
-- choose ontology to search --

Required?* @ No Yes

Identifier? ~ No © Yes

2. Check for Identifiers: Use the "Check for Identifiers" feature in REDCap under Project Setup to
ensure you’ve marked all PHI appropriately.

Design your data collection instruments & enable your surveys

Add or edit fields on your data collection instruments (survey and forms). This may be done by

either using the Online Designer (online method) or by uploading a Data Dictionary (offline

method). You may then enable your instruments to be used as surveys in the Online Designer.
I'm done! Quick links: Download PDF of all instruments OR Download the current Data Dictionary.

Goto | 7 Online Designer | or | [3] Data Dictionary

You may also browse for pre-built data collection i €nts in the | REDCap Shared Library

Have you checked the Check For Identifiers page to ensure all identifier fields have been tagged?
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Variable Name
name_first
name_last
street

state

city

zip

phone
birth_date

Vital Signs

Variable Name
vs_date

Demographics PHI

Field Label
First Name
Last Name
Street

State

City

ZIP Code
Phone number
Date of Birth

Field Label
Date vital signs taken

Update Identifiers = Cancel

Identifier?

sossccoce

Identifier?

3. Manage User Rights: Assign user permissions through the “User Rights” and “Data Access Groups”

(DAGS) section.

Applications

Project Dashboards

A Alerts & Notifications

& Multi-Language Management
&8 Calendar

B Data Exports, Reports, and Stats
4 Data Import Tool

# Data Comparison Tool

B Logging and &m Email Logging
®, Field Comment Log

@& File Repository
2 User Rights fand 4s2 DAGs
@ Customize & Manage Locking

>¢ Randomization

@ Data Quality

£ API and L2 API Playground
[T REDCap Mobile App

75;;,&,["5;" Rights

[ calendar v
“» Data Export Tool C No Access
€ De-ldentified
® Full Data Set
«s Data Import Tool v
| Data Comparison Tool v
[*! Logging v
File Repository v
& UserRights v
& Data Access Groups [

B Graphical Data View & Stats v

: Data Quality I” Create & edit rules
What s Daka Quaky? I™ Execute ules
i | Reports & Report Builder ¥
¢” Project Designand Setup ¥
8l AP I™ APIExpot
What is the REDCap APT? ™ APl Import
Settings pertaining to record locking and E-signatures:
% Record Locking v
Customization
C Disabled

4 Lock/Unlock Records
jser pe ® Locking / Unlocking
. © Locking / Unlocking
with E-signature
authority
What s an E-signature?

video sbout locking

& wach

Allowlocking of all forms at [~
once for a given record?

Seftings pertaining to project records: Explain these settings

"% Create Records 2
= Rename Records v
" Delete Records 4

J Expiration Date
(if applicable)

o Refer to your research protocol for guidance on who should have access to specific data.
Typically, the Principal Investigator (Pl) or designee manages user rights.
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o Erronthe side of being overly restrictive, granting permissions as needed to avoid protocol
deviations. Ensure that the roles and access permissions granted align with the descriptions
and responsibilities outlined in the IRB application:

= Anyone who is accessing identifiable information must have been approved to do so
by the IRB. If additional personnel need access to identifiable information, an
amendment to the IRB application is required to add them to the study.

4. Consent Form Statement: Include a statement in the Participant Information Sheet (exempt
research projects) or Consent Form (non-exempt research projects) that specifies what will happen
to the data after the study is closed. This can detail whether data will be deleted, de-identified, or
archived. If identifiable data is to be kept, participants must be fully informed and provide explicit
consent for this retention. The consent process must clearly outline what identifiable data will be
retained, the purpose of retaining this data, and the participants' rights to withdraw their consent
at any time. This ensures compliance with ethical standards and respects participant autonomy.

o Example language for Data Deletion:
= " After the study is concluded, all identifiers will be securely deleted from our systems
to protect your privacy and confidentiality. No identifying information will be
retained.”

o Example language for Data De-identification:
= "After the study is concluded, all data will be de-identified. This means any
information that could directly identify you will be removed, ensuring your
anonymity in any future analysis or reporting.”

o Example language for Data Archiving:
= " After the study is concluded, your data will be securely archived in a de-identified
format. This archived data may be used for future research purposes, but it will not
contain any information that could directly identify you."

o Example language for Retention of Identifiable Data:
= “As part of this study, you have the option to allow us to retain your contact
information and basic health data. By consenting to this, you agree that we may
keep your identifiable information in a secure database (REDCap) to contact you
about future research studies. Your participation in this option is entirely voluntary,
and you can withdraw your consent at any time by notifying the research team.

Your data will be protected and used solely to identify potential participants for
future research. We will not share your identifiable information with any third parties
without your explicit consent. Your data will be kept indefinitely or until you request
its removal. If you do not provide this consent, your data will be removed from the
database after recruitment for the study has ended.
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Please review the following options and indicate your preference by initialing the
appropriate box:

[ I agree to allow the research team to keep my contact information and basic
health data in a secure online system (REDCap) so | can be contacted for future
studies.

[ I do not agree to allow the research team to keep my contact information and
basic health data. | understand that my data will be removed from the database after
recruitment for the study has ended.”

E. Close the REDCap Project After Study Completion

Options for Handling Data:

v Delete Identifiers: Go through your data and delete any identifiers. This can be done by editing the
fields directly within REDCap.

v" Download De-identified Data: Export a de-identified version of your data. Use REDCap’s
de-identification options during the export process to remove PHI.

v Delete the Study: If data retention policies allow, you may choose to delete the entire REDCap
project. This should be done only after ensuring all necessary data has been securely archived or
exported.

1. Deleting Identifiers:
o Navigate to the field containing the identifier.
o Manually delete the data or remove the identifier attribute.

2. De-identified Export:
o Select “Data Exports, Reports, and Stats” from the menu column on the left-hand side.

a Log out
B My Projects # Project Home | i=ProjectSetup & Other Functionality & Project Revision History
Project Home and Design

The tables below provide general dashboard information, such as a list of all users with access to this project, general project
statistics, and upcoming calendar events (if any).

A Project Home oject Setup
(@ Designer - @ Dictionary - B Codebook
- Development & Current Users (3) 8 Project Statistics

Data Collection - User Expires

8 Record Status Dashboard

5.89 MB

B Add / Edit Records
5 Upcoming Calendar Events (next 7 days)
Time Date Description

Applications = No upcoming events

B8 Project Dashboards
& Alerts & Notifications
@ Multi-Language Management

s, Reports, and Stats

n Tool
B Logging & Email Logging
® Field Comment Log

o Select option B, “Selected Instruments (all records)”, by clicking on “Make custom
selections”.
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+ create New Report = E» My Reports & Exports | [ Other Export Options

This module allows you to easily view reports of your data, inspect plots and descriptive statistics of your data, as'
Excel, SAS, Stata, R, or SPSS for analysis (if you have such privileges). If you wish to export your *entire* data set o
the best and quickest way. However, if you want to view or export data from only specific instruments (or events) ¢
choice. You may also create your own custom reports below (if you have such privileges) in which you can filter the
events using a vast array of filtering tools to make sure you get the exact data you want. Once you have created a

export it out of REDCap in a specified format (Excel, SAS, Stata, SPSS, R), or view the plots and descriptive statistics

My Reports & Exports

Report name View/Export Options
A All data (all records and fields) Q View Report Export Data LM Stats & Charts
B Selected instruments (all records) R Make custom selections

+ Create New Report

o Select the instrument you want to export data from and click the “Export Data” button.

My Reports & Exports
Report name View/Export Options
A All data (all records and fields) Q View Report | Export Data | | L Stats & Charts |

Select one or more instruments below for all records.

Instruments
MRSA LablID Event -

HYST Procedure/SS|
COLO Procedure/SS|
L 3l CLABSI Event

B Selected instruments (all records)
CAUTI Event v

Q View Report | Export Data L Stats & Charts

-OR-

+ Create report | based on the selections above

o A window will pop up with various exporting options. Select “CSV/Microsoft Excel (raw
data)” format and check the box “Remove all tagged Identifier fields” under Known
Identifiers. This will remove all private health information. Leave all other options as the
default selections and click the “Export” button at the bottom right corner.
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B Exporting "Selected instruments (all records)" x
Select your export settings, which includes the export format (Excel/CSV, SAS, SPSS, R, Stata) and if you wish to perform de-identification on the data set. i
De-identification options (optional) Advanced data formatting options
The options below allow you to limit the Export blank values for gray Form Status?
O g CSV / Microsoft Excel (raw data) amount of sensitive information that you are All Form Status fields wi tus
exporting out of the project. Check all that €
apply.
@ CSV / Microsoft Excel (labels) Known Identifiers: s
Remove all tagged Identifier fields (t t Export gray Form Status fields with value of 0" v
O = SPSS Statistical Software oD ald Set CSV delimiter character
Free-form text:
o SS& SAS Statistical Software Remove unvalidated Text fields
[ Remove Notes/Essay box fields
Dat d datetime fields:
@ R Statistical Software ‘: Seeinsintne
_J Remove all date and datetime fields

LJ shift all dates by value between 0 and 364 days

ESEIE] stata statistical Software n ed by : 2
What s date shifting? Use fields' native decimal format (default) v

Cancel

3. Deleting or Archiving the Study
o Project Deletion: Under Project Management, select “Delete the project”. A pop-up
window will display. Type “DELETE” in the text box and hit the “Delete the project” button.

Note: This will permanently delete the project, and you will not be able to retrieve any data
or forms from this project once it has been deleted.

£ ProjectHome | [] Project Setup I v,"; Other Functionality I  Project Revision History S Profect HomeR| (B Brolact Setip ] o Other Functionsltty, P roject Revlsion Hisory

What is the REDCap API?
The REDCap AP! is an interface that allows external applications to connectto REDCap remotely, and is used for

A programmaticaly refieving or modifying data or setings within REDCap, such as performing automated data
Quick Tasks imports/exports from a specified REDCap project. For details on the capabilities of the REDCap API and how to use it
L] Codebook | The Codebook is a human-readable, read-only version of the project's Data Dictionary please see the REDCap API documentation.

and serves as a quick reference for viewing field attributes. NOTE: If you wish to obtain an API token, which will allow you to make AP requests, then someone must first grant you

"= i S S i APl user privileges on the User Rights page, after which you will then see a link called 'API' on the lefi-hand menu. That
&% Manage Invite participants to complete your survey by emailing a public survey link or building a AP page will provide instructions on how to request an APl token.

Survey Participants participant list for batch notification.

[3) Export data \ Export your data from REDCap to open or view in Excel or various stats packages. Copy or Back Up the Project

[] Create a report l Build custom reports for quick views of your data, and export reports to Excel/CSV. () Copy the project | Make an exact duplicate of this project. All project fields will be copied

over, and you will be prompted to setthe titie and info for the new project.
= x 2 % 2 ‘You may choose to copy or not copy the existing data in the current project
|:g# Check data quality { Build or execute data quality rules to find discrepancies and errors in your project data. to the new one.

< 5 " e N Download a backup of this project. The entire project (all records,
& UserRights | Grant new users access to this project or modify user privileges for current users. & Download metadata only (XWL) | itk sl and project atibutes) can be downloaded as a single

" X 2 : XML file (CDISC ODM format). This XML fil b d 1o t {
= Online Designer and | Create new fields/questions on your data collection instruments or modify existing ones & Download metadata & data (XML) | oftne ;m‘mmm.udmg s daia ‘,‘:‘m;a"y‘fuﬂ,‘seRuEsSc;;csff\,s,auf;),;'E
== = using the Online Designer or by uploading a Data Dictionary. Quick link: Download the another REDCap server (it can be uploaded on the Create New Project
Data Dictionary Upload current Data Dictionar, page). Because itis in CDISC ODM format, it can also be used to import

the projectinto another ODM-compatible system.
nta

Project Management

You may completely remove this project, in which all ts data will be permanently deleted
also. This can only be done while the project s still in development or you can send a
request to delete the project while in production to a REDCap administrator.

You may erase all currently collected data in the project, which includes all calendar

& Erasealldata |

e — events, documents uploaded for records/responses, survey responses (if applicable), and
any logging events pertaining to data collection. This can only be done while the projectis
stillin development or you can send a requestto delete the project while in production to a
REDCap administrator.

i Archive the project | You may archive the projectif you do not wish to use itany longer. Archiving the project

——————— willtake it offline and remove it from your list of projects. It can only be accessed again by
clicking the Show Archived Projects link at the bottom of the My Projects page. You will be
able to un-archive the project at any time and bring it back online simply by accessing it
again and returing to this page.

o Project archival: Under Project Management, select “Archive the project”.

Note: You can still access archived projects from the My Projects page by scrolling to the
bottom of your projects list and selecting “Show Archived Projects”.
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F. Conclusion

By adhering to this guidance, researchers can ensure their REDCap projects are compliant with IRB
standards, thus safeguarding the integrity of their research and the confidentiality of their participants.

G. Contact

If you require assistance or have any questions about REDCap, please contact Michael Lawrence the
UNE REDCap Administrator.

If you require assistance or have any questions about an IRB submission, please contact irb@une.edu.

H. Resources

e UNE REDCap Training Resources
e UNE IRB Website

e UNE IRB FAQ Website
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